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Abstract—Information centric network (ICN) based Mobile
Edge Computing (MEC) network has drawn growing attentions
in recent years. The distributed network architecture brings
new security problems, especially the identity security problem.
Because of the cloud platform deployed on the edge of the MEC
network, multiple channel attributes can be easily obtained and
processed. Thus this paper proposes a multiple channel attributes
based spoofing detection mechanism. To further reduce the com-
plexity, we also propose an improved clustering algorithm. The
simulation results indicate that the proposed spoofing detection
method can provide near-optimal performance with extremely
low complexity.

Index Terms—Mobile Edge Computing, multiple attributes,
spoofing detection, cluster algorithm.

I. INTRODUCTION

In past decade, Mobile Edge Computing (MEC) network

get more attention as network traffic convert to large scale and

multimedia. Security problems become particularly important

due to its edge network architecture, in which the traditional

security architecture have been inefficient or even unsuitable

[1]. Identity authentication problem is the main security issues

in decentralized cloud computing architecture, which would

induce spoofing attack, floor attacks, and authority attacks and

etc [2]. Spoofing attacks is the most common authentication

attacks which can cause great harm for MEC network, such

as sensitive information disclosure, modifications.

At present, there are few research on tackling spoofing

attack or intrusion detection in MEC network. However, it is

also meaningful to reference the spoofing detection mechanism

of the cloud computing networks and wireless networks. In

[3], the signature based detection is proposed that seeks the

malware signature and compares with the stored signature.

The anomaly based detection identifies apparent divergences

or inconsistencies between the target events and predefined

normal transmissions that proposed in [4]. Furthermore, pro-

tocol analysis based detection is proposed in which irregular

events are distinguished from routine streams in a session by

leveraging a pre-determined ubiquitous profile in [5]. These

works mainly focus on high layer events or protocols.

The MEC network can also easily obtain the wireless

channels, locations and other physical information of users.

These information are more difficult to impersonate due to

the different propagating in wireless channels. Motivated by

this, this paper proposes a physical attributes based spoofing

detection mechanism for the MEC network. The channel

attributes are unreliable due to the broadcast nature of wireless

channel. Therefore, multiple channel attributes are considered

and the cluster algorithm are adopted to enhance the detection

precision. To further reduce the computational complexity, we

also propose an improved cluster algorithm which can achieve

nearly optimal performance with extremely low complexity.

II. THE SPOOFING DETECTION MECHANISM

Fig. 1: Architecture of the spoofing detection mechanism.

As is shown in figure 1, the MEC server samples received

signals to obtain n sampling objects in a period time T for

clustering algorithm. Each sampling object contains multiple

channel attributes to build multi-dimension signal space as

Si= [A1, · · ·Am] (1)

where Ai(i = 1 · · ·m) represents one kind of the channel

attributes used for intrusion detection. The sampling object978-1-5386-4870-4/18/$31.00 ©2018 IEEE
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number n and the attribute number m jointly determine the

detection precision.

In order to simplify the analysis, the received signal

strength, direction of arrival signal and channel impulse re-

sponse are adopted as the detection attributes. These attributes

would be clustered through our proposed improved local

heuristics algorithm. The cluster results can be obtained to

determine the spoofing attacker’s number.

The square Euclidean distance between sample object Si

and object Sj can be expressed as

d2ij=‖Si−Sj‖2 (2)

The proposed local heuristic algorithm for clustering is as

shown in table I. The idea of automatic clustering is based on

the System Evolution proposed in [6] in which the all the other

clusters are separated if the twin cluster can be separate. The

cluster number Kop can be obtained from the improved local

heuristics based cluster algorithm. The detection mechanism

can be summarised as

Kop

⎧⎨
⎩

=Kle No spoofing attack
>Kle Exist spoofing attacks
<Kle Missing detection

(3)

The MEC sever would report its security situation to the

core cloud server to take countermeasure for spoofing attacks.

TABLE I: The improved local heuristic based cluster algorithm

Step 1 Select the initial medoids Mj using local heuristic algorithm.

Step 2 Assign every sample objects to their nearest medoids

Step 3 Calculate the sum of Euclidean distances from all sample

objects to their nearest medoids as follow

J =
K∑

j=1

∑

si∈Cj

‖Si−Mj‖2
Step 4 Calculate the cost function as follow

Dj =
∑

Si∈Cj

‖Si−Mj‖2
Step 5 Find a new medoid for each cluster set, which is the sample

object that minimizing the cost function

Step 6 Assign all sample objects to the new medoids

until the J converged to constant.

Step 7 Execute the System Evolution algorithm to get

the cluster number.

III. SIMULATION RESULTS AND ANALYSIS

As is shown in figure 2 and figure 3, the improved lo-

cal heuristics clustering algorithm can achieve near-optimal

performance with extremely low computational latency. The

simulation platform is MATLAB R2015b with the computer

configures Intel(R) Core(TM) i5-3337U cpu 1.8GHz, and

12GB RAM. It is well worthy that compromising little de-

tection performance to achieve extremely low computational

complexity in MEC network. The multiple attributes detection

can achieve excellent performance compared single attribute

detection.
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Fig. 2: Clustering Latency.
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Fig. 3: Clustering Performance.

IV. CONCLUSION

In this letter, a multiple channel attributes based spoofing

detection mechanism is proposed based on the improved

local heuristics clustering algorithm. This mechanism is well

suitable for MEC network due to the channel attributes could

be obtained in real time for MEC service. The multiple channel

attributes detection have better performance compared to sin-

gle attribute detection while the computational complexity also

increases extremely high. To reduce the computational com-

plexity, the improved local heuristic based cluster algorithm

is proposed to find a near-optimal solution. The simulation

results valid the effectiveness of our work.
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